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ABSTRACT

Cyber security has become a critical area of focus for businesses and government entities,
especially as global commerce increasingly relies on digital infrastructure. This research paper
aims to explore the relationship between cybersecurity laws and risk management in commerce,
emphasizing their importance in protecting businesses, customers, and intellectual property. The
paper examines the existing legislative frameworks, identifies risk factors, and proposes risk
management strategies for commerce-based organizations. Through an analysis of current
challenges, this paper offers recommendations to improve organizational preparedness against

cyber threats.
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I. INTRODUCTION

The rapid digitalization of global commerce has led to an increase in cyber threats that endanger
both businesses and consumers. Cybersecurity laws have evolved to protect the integrity of
commerce transactions, but despite the existence of several legislative measures, businesses
continue to face risks ranging from data breaches to financial theft. This paper explores the
intersection of cybersecurity laws and risk management practices in the context of commerce,

offering insights into how these frameworks can enhance business resilience and consumer trust.

Previous research emphasizes the importance of strong cybersecurity policies in the digital
economy. Businesses without robust cybersecurity measures are more vulnerable to financial and

reputational damage. Legal frameworks such as the General Data Protection Regulation (GDPR)
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in Europe and the California Consumer Privacy Act (CCPA) are considered benchmark

standards in privacy protection. Organizations employing structured risk management

approaches tend to recover faster from cyber-attacks.

Il. LITERATURE REVIEW

Zhao [2020], the author explores effective strategies for mitigating cybersecurity risks within
commercial sectors. The study highlights proactive risk management frameworks, including
threat identification, risk assessment, and response strategies tailored to business needs. Zhao
emphasizes the importance of integrating continuous monitoring, employee training, and
advanced technological solutions, such as Al, into a comprehensive cybersecurity strategy. The
article also advocates for collaboration between businesses and regulatory bodies to enhance

overall resilience in commercial cybersecurity practices.

Wright and Miller [2021], provide a comprehensive framework for businesses to manage
cybersecurity risks effectively. The book outlines practical approaches to risk assessment, the
development of cybersecurity policies, and strategies for minimizing exposure to cyber threats.
Emphasizing a risk-based approach, it discusses the integration of cyber risk management into
overall business operations, along with the importance of continuous monitoring, employee

training, and adapting to emerging cyber threats to ensure long-term resilience.

Smith and Brown [2022], examine the impact of cybersecurity regulations on international
business practices. The article highlights how varying legal frameworks across countries
influence global commerce, stressing the need for standardized cybersecurity laws to protect
businesses from cyber threats. The authors discuss the challenges of compliance, the role of data
protection laws like GDPR, and how businesses can navigate the complexities of legal

requirements to maintain security and trust in the global marketplace.

1. OBJECTIVES

The key objectives of this research are:

1. To examine the existing cybersecurity laws that impact commercial entities.

2. To evaluate the role of risk management in safeguarding business interests.
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3. To identify gaps in the current legislative frameworks and risk management strategies.

4. To offer recommendations for improving cyber resilience in commerce.
IV. RESEARCH METHODOLOGY

This study uses a qualitative research approach, analyzing existing literature on cybersecurity
laws, risk management strategies, and case studies of businesses affected by cyberattacks. A
comparative analysis is employed to review the effectiveness of different national and regional
laws. Interviews with cybersecurity professionals and risk managers provide insights into the

practical application of these laws and strategies in commerce.
V. CYBERSECURITY LAWS THAT IMPACT COMMERCIAL ENTITIES

Cybersecurity laws play a pivotal role in shaping how commercial entities protect sensitive data,
manage digital transactions, and ensure secure operations in the face of increasing cyber threats.
Below is an examination of several prominent cybersecurity laws that have a significant impact

on businesses and their operations.
1. General Data Protection Regulation (GDPR) - European Union

The GDPR is one of the most comprehensive and stringent data protection regulations globally,
implemented in May 2018. It applies to any business that processes personal data of EU citizens,

regardless of where the business is located.

e Impact on Commercial Entities:
Businesses must ensure that data processing is lawful, transparent, and fair. They must
obtain explicit consent for collecting data, allow customers to access, correct, or delete
their personal information, and notify authorities of any breaches within 72 hours. GDPR
also mandates data protection by design and by default, meaning that security must be
integrated into systems and processes from the outset.

e Penalties:

Non-compliance can result in hefty fines, up to €20 million or 4% of annual global
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turnover, whichever is greater. This imposes a substantial financial risk on businesses that

fail to meet GDPR requirements.

2. California Consumer Privacy Act (CCPA) - United States

The CCPA, effective since January 2020, is a state-level law that focuses on consumer privacy

rights and business obligations regarding the personal information of California residents.

e Impact on Commercial Entities:
Companies must provide clear disclosures to consumers about their data collection
practices, and they must offer consumers the right to opt-out of the sale of their personal
information. Businesses must also allow individuals to request access to their data,
deletion of it, and non-discriminatory treatment for exercising their rights.

e Penalties:
Businesses can face fines for non-compliance, ranging from $2,500 per violation to
$7,500 per intentional violation. The CCPA has wide-reaching implications because it
applies to any business that meets certain revenue or data-processing thresholds, even if

the company is not based in California.

3. Health Insurance Portability and Accountability Act (HIPAA) - United States

HIPAA governs the security and privacy of health-related data in the U.S., particularly protecting

the health information of individuals.

e Impact on Commercial Entities:
Companies in the healthcare industry, such as hospitals, insurance companies, and
technology firms that handle medical records, must implement stringent data security
measures to protect patient information. This includes encryption, access control, and
regular audits. Businesses must also train employees to handle protected health
information (PHI) appropriately.

e Penalties:

Non-compliance can result in civil penalties ranging from $100 to $50,000 per violation,
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with an annual maximum penalty of $1.5 million. Additionally, criminal penalties may

apply if the violation is found to be willful.

4. Sarbanes-Oxley Act (SOX) - United States

The Sarbanes-Oxley Act primarily focuses on improving corporate governance and financial
reporting in the wake of accounting scandals like Enron. While it is not a cybersecurity law per

se, it includes provisions that impact data security and management of financial records.

e Impact on Commercial Entities:
SOX requires public companies to maintain accurate records, and this includes the need
to safeguard electronic records. IT systems used for financial reporting must be secure
and auditable, ensuring that data integrity is maintained.

e Penalties:
Companies found in violation of SOX may face substantial fines, and individuals

responsible for the breach could be subject to imprisonment.
5. Cybersecurity Information Sharing Act (CISA) - United States

Enacted as part of the Consolidated Appropriations Act of 2015, CISA encourages businesses to

share cybersecurity threat information with the government and other private-sector entities.

e Impact on Commercial Entities:
Businesses that voluntarily participate in the information-sharing process can better
defend against cyber threats, as they gain early warnings about attacks. However, CISA
also provides legal immunity to businesses that share data in good faith, which reduces
the fear of liability from sharing information.

e Penalties:
There are no direct penalties for non-participation in CISA, but companies that fail to
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protect against cyber threats and share relevant data may face increased risks and

exposure in the event of a data breach.

6. Payment Card Industry Data Security Standard (PCI DSS) - Global

While not a law in itself, PCI DSS is a widely accepted standard that regulates how businesses
should secure payment card data. The PCI DSS applies to any business that accepts, processes,

stores, or transmits credit card information.

e Impact on Commercial Entities:
Businesses must adhere to a series of security measures, such as encryption, secure
networks, and regular vulnerability assessments. The standard is designed to ensure that
cardholder information is protected from breaches during processing and transmission.

e Penalties:
Fines can range from $5,000 to $100,000 per month, depending on the severity of the
violation. Additionally, businesses may face the loss of the ability to process payments or

suffer reputational damage.
7. NIST Cybersecurity Framework (CSF) - United States

The National Institute of Standards and Technology (NIST) Cybersecurity Framework is a set of
guidelines designed to help organizations understand and improve their cybersecurity posture. It

is widely adopted by U.S. federal agencies and private sector companies.

e Impact on Commercial Entities:
Although NIST CSF is voluntary, it is a key resource for companies in evaluating their

cybersecurity risks and implementing risk management practices. It offers guidance on
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identifying risks, protecting data, detecting threats, responding to incidents, and

recovering from attacks.

e Penalties:
As the framework is not mandatory, there are no direct penalties for non-compliance.
However, businesses that do not adopt these best practices may be more vulnerable to

cyberattacks, which could result in financial losses and reputational harm.

Cybersecurity laws are crucial in regulating how businesses manage and protect data in the
digital age. Compliance with these laws can be complex, especially for multinational companies
that must navigate varying regulations across jurisdictions. However, businesses must prioritize
these laws and integrate cybersecurity into their operational strategy to mitigate risks and protect

both their own interests and their customers' data.

VI. ROLE OF RISK MANAGEMENT IN SAFEGUARDING BUSINESS INTERESTS

Risk management plays an integral role in safeguarding business interests, particularly in the
realm of cybersecurity. As cyber threats grow more sophisticated and widespread, businesses are
increasingly vulnerable to financial, reputational, and operational risks. Effective risk
management helps identify potential threats, assess their potential impact, and implement
strategies to mitigate those risks, ensuring that businesses can operate securely and efficiently.

Below is an evaluation of how risk management serves to protect commercial entities.

1. Identifying Cybersecurity Risks

The first step in risk management is identifying potential cybersecurity risks that could harm the

organization. This includes recognizing internal and external threats such as:

e External Threats:
These include cyber-attacks such as phishing, ransomware, data breaches, and distributed
denial-of-service (DDoS) attacks that come from external sources like hackers or
cybercriminal groups.

e Internal Threats:

Insider threats can come from employees, contractors, or business partners who have
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access to the company’s sensitive data and systems. These risks might be malicious (e.g.,
stealing company data) or unintentional (e.g., accidentally disclosing confidential
information).

Technological Risks:

Vulnerabilities in software, hardware, or network infrastructure can create avenues for
cyber attackers to exploit. Outdated software or inadequate protection mechanisms (e.g.,
weak encryption) are common risks.

Regulatory and Legal Risks:

Changes in laws and regulations governing data protection, such as the GDPR or the

CCPA, may expose businesses to risks if they fail to comply with the required standards.

By conducting regular risk assessments, businesses can proactively identify where they are most

exposed to cyber threats. Risk management involves both qualitative and quantitative techniques

to map out the likelihood of various threats occurring and their potential consequences.

2. Assessing the Impact of Risks

Once risks are identified, businesses must assess the potential impact of these threats on various

aspects of their operations. The severity of a cybersecurity risk can vary depending on the type of

attack or incident. Risk assessment involves understanding the following:

Financial Impact:

A successful cyber-attack can result in direct financial losses due to theft, fraud, or
extortion (e.g., ransomware). Businesses must calculate the potential loss in terms of
revenue, legal fines, and recovery costs.

Reputation Damage:

A data breach or cyberattack can severely damage an organization’s reputation, resulting
in the loss of customer trust and a decline in business relationships. This can have long-
term effects, as rebuilding a damaged reputation is a costly and time-consuming process.
Operational Disruptions:

Cyber-attacks can disrupt business operations, causing downtime, loss of productivity,
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and delays in service delivery. This disruption can directly affect the company's bottom
line and lead to customer dissatisfaction.

Legal and Compliance Issues:

Failure to comply with cybersecurity laws, such as the GDPR or CCPA, can result in
legal penalties and lawsuits. Regulatory compliance is a key aspect of risk management,
as businesses must ensure they meet the necessary standards for data protection and

privacy.

By assessing both the likelihood and potential consequences of these risks, businesses can

prioritize their security efforts and allocate resources to where they are most needed.

3. Mitigation Strategies

Once risks have been identified and assessed, businesses need to implement appropriate

mitigation strategies to reduce the likelihood or impact of these risks. Effective risk management

involves the following steps:

Preventive  Measures:
The best form of risk management is to prevent attacks from occurring in the first place.
Preventive measures include:
o Encryption of sensitive data to protect it from unauthorized access.
o Firewalls, Antivirus Software, and Intrusion Detection Systems (IDS) to
monitor network traffic and block suspicious activities.
o Access Controls to ensure that only authorized personnel can access critical
systems or data.
o Regular Patch Management to ensure that vulnerabilities in software or
hardware are patched before they can be exploited.
Incident Response Plans:
Risk management includes having a detailed incident response plan in place. In the event
of a cyber attack, businesses must have predefined procedures for containing the breach,

communicating with stakeholders, and recovering systems and data. An effective incident
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response plan can significantly reduce the time to recover from a cyber incident and
minimize operational disruption.

Business Continuity and Disaster Recovery Plans:
Business continuity planning ensures that critical operations continue even during a cyber
attack or IT system failure. This includes having backup systems, cloud-based storage
solutions, and redundant infrastructure to quickly restore services and minimize
downtime.

Employee  Training and  Awareness:

Human error is one of the leading causes of data breaches. Training employees to
recognize phishing attempts, follow data security protocols, and report suspicious
activities is a crucial part of risk management. A well-trained workforce can be a strong

defense against many cyber threats.

4. Continuous Monitoring and Review

Risk management is an ongoing process. The cybersecurity landscape is constantly evolving,

with new threats emerging regularly. Therefore, businesses must continuously monitor their

systems and adjust their strategies accordingly. This includes:

Continuous Threat Monitoring:

Using security tools to monitor systems in real-time can help identify and block attacks as
they occur. This might include security operations centers (SOCs) and advanced intrusion
detection/prevention systems (IDS/IPS) that offer 24/7 monitoring.

Regular Risk  Assessments:

Risk assessments should not be a one-time activity. Companies should review their
cybersecurity posture regularly, taking into account changes in the business environment,
technology, and threat landscape.

Vulnerability Scanning and Penetration Testing:

Regularly conducting vulnerability scans and penetration tests helps uncover weaknesses
in systems before cybercriminals can exploit them. Simulating real-world attacks allows

organizations to better understand potential attack vectors and improve their defenses.
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e Updating Risk Management Plans:

As new risks are identified or as business priorities change, risk management plans
should be updated to address evolving threats. The integration of new technologies, such
as cloud computing or Internet of Things (IoT) devices, should be reflected in the risk

management strategies.
5. The Role of Cybersecurity Insurance

In addition to preventive measures, businesses can also consider cybersecurity insurance as part
of their risk management strategy. Cyber insurance can help cover the financial costs associated
with a cyber-attack, such as legal fees, customer notification costs, and damage to business
assets. While insurance can’t prevent attacks, it provides a safety net to help businesses recover

from a breach.
6. Collaboration with External Experts

Many businesses, especially smaller organizations, may not have the resources to manage all
cybersecurity risks in-house. Risk management can be enhanced by collaborating with external
cybersecurity experts or consultants who bring specialized knowledge, tools, and strategies.
External partners can assist with risk assessments, security audits, compliance, and incident

response planning.

Risk management plays a vital role in safeguarding business interests by helping organizations
identify, assess, mitigate, and respond to cybersecurity threats. Through a combination of
proactive measures, effective policies, continuous monitoring, and employee training, businesses
can significantly reduce the likelihood and impact of cyber-attacks. By adopting a robust risk
management framework, commercial entities can protect their operations, assets, and reputation
from the growing threat landscape, while also ensuring compliance with legal and regulatory

requirements.

VIl. GAPS IN THE CURRENT LEGISLATIVE FRAMEWORKS AND RISK
MANAGEMENT STRATEGIES
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To identify gaps in current legislative frameworks and risk management strategies, a structured

approach is necessary. Here are some key steps that can help in identifying these gaps

effectively:

1. Review Existing Legislative Frameworks

Legislation Audit: Begin by conducting a comprehensive review of the current laws,
regulations, and policies that are in place. This includes federal, state, and local laws
relevant to the industry or issue.

Historical Context: Understand the historical context in which these frameworks were
developed and assess whether they have evolved with changing risks or needs.
Stakeholder Input: Collect feedback from legal experts, industry stakeholders, and

advocacy groups to identify areas where current laws may be outdated or insufficient.

2. Analyze Risk Management Strategies

Risk Assessment Methods: Evaluate the methodologies used in existing risk
assessments. Are they quantitative, qualitative, or a mix of both? Assess whether these
methodologies align with the risks currently faced by the industry or society.

Internal vs External Risks: Consider if the risk management strategies account for both
internal risks (company practices, employee behavior) and external risks (market,
environmental, geopolitical).

Resource Allocation: Review the allocation of resources for risk mitigation and whether

it is proportional to the potential impact of various risks.

3. Examine Gaps in Legislative Effectiveness

Implementation Gaps: Determine whether there is a disconnect between the law’s intent
and its implementation. Are the laws being enforced properly, or is there a lack of
resources for enforcement?

Unaddressed Risks: Identify emerging risks that are not covered by existing

frameworks, such as cyber threats, climate change, or social equity issues.

[12]



INFOMANIA: THE RESEARCH JOURNAL
Volume 1,Issue 1,September - October 2025
https://infomaniajournal.com ISSN:
e Interdepartmental Coordination: Assess if there is coordination among various

legislative bodies or between government and private sectors in handling risks.

4. Evaluate Alignment with International Standards

e Global Best Practices: Review international frameworks, treaties, or agreements to
determine if the country is lagging in global risk management practices or regulatory
standards.

o Comparative Analysis: Conduct a comparative analysis with other regions or countries
to see where improvements can be made, especially if other nations have more

progressive or adaptive frameworks.

5. Consider Technological Advancements

e Emerging Technologies: Look for gaps in how new technologies (e.g., Al, blockchain,
biotechnology) are regulated, especially with respect to risks they might pose in the near
future.

o Data Protection and Privacy: With the increasing use of digital technologies, data

privacy and cybersecurity must be addressed in current legislation and risk strategies.

6. Identify Social, Economic, and Environmental Considerations

e Equity and Inclusion: Examine if existing laws and risk strategies adequately consider
social justice, equity, and inclusion. Are vulnerable communities being protected, or is
there systemic bias in legislation or risk mitigation strategies?

e Sustainability: Assess whether environmental risks and sustainability have been
sufficiently integrated into risk management frameworks, especially in relation to climate

change.

7. Gap Analysis through Scenario Testing

e Simulate Scenarios: Conduct simulations of various risk scenarios (e.g., natural
disasters, economic crises, technological failures) to identify any legislative or strategic

failures in anticipating or mitigating these events.
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e Stress Testing: Stress-test current frameworks against extreme risk events to see how

resilient they are in times of crisis.
8. Stakeholder Feedback

e Public Consultations: Organize consultations with relevant stakeholders (industry
experts, legal professionals, affected communities) to identify perceived gaps and gather
actionable insights.

e Continuous Monitoring: Set up mechanisms for ongoing feedback and evaluation of

legislative effectiveness and risk management practices.

9. Recommendations for Improvement

e Short-term and Long-term Solutions: Based on the findings, recommend changes in
laws, risk management processes, or resource allocation to bridge identified gaps.

e Continuous Learning: Encourage a system of continuous learning and adaptation to
ensure that legislative frameworks and risk management strategies evolve with new risks

and opportunities.

By systematically following these steps, you can identify critical gaps in the current legislative
frameworks and risk management strategies and make informed recommendations for

improvement.

VIill. RECOMMENDATIONS FOR IMPROVING CYBER RESILIENCE IN
COMMERCE.

Improving cyber resilience in commerce is essential for ensuring the continuity, security, and
trustworthiness of digital transactions and business operations. Below are key recommendations

for strengthening cyber resilience in the commercial sector:

1. Enhance Cybersecurity Awareness and Training
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Regular Training Programs: Implement continuous cybersecurity education for all
employees, from top executives to entry-level staff. This should include best practices for
password management, phishing awareness, and identifying suspicious activities.
Simulated Phishing Attacks: Conduct regular simulated phishing campaigns to test
employees' responses and improve their ability to recognize threats.

Cybersecurity as a Cultural Value: Foster a culture where cybersecurity is seen as an

integral part of business operations, not just an IT responsibility.

2. Strengthen Authentication and Access Control

Multi-Factor Authentication (MFA): Enforce the use of multi-factor authentication for
access to critical systems, applications, and sensitive data. This should include a mix of
something you know (password), something you have (smartphone, hardware token), and
something you are (biometric verification).

Role-Based Access Control (RBAC): Limit access to sensitive data based on employees'
roles within the organization. Ensure that users have access only to the information

necessary for their job functions.

3. Invest in Advanced Threat Detection and Response Systems

Behavioral Analytics: Deploy advanced threat detection systems that use behavioral
analytics to identify unusual activities in real time, such as unauthorized access attempts
or abnormal user behavior.

Al and Machine Learning: Leverage Al and machine learning algorithms to detect,
analyze, and respond to emerging cyber threats at a faster pace than traditional methods.
Incident Response Plan: Develop and regularly update an incident response plan that
outlines specific procedures for detecting, analyzing, and mitigating cyberattacks. Ensure

all employees are familiar with their roles in the event of an incident.

4. Implement Robust Data Protection Measures

Data Encryption: Ensure that all sensitive data (in transit and at rest) is encrypted using

strong encryption standards. This protects the data in case of unauthorized access.
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Regular Data Backups: Implement regular, automated backups of critical data to secure
locations, and test backup procedures regularly to ensure they are effective in case of data
loss or cyberattacks.

Data Minimization: Reduce the amount of sensitive data collected and stored.
Implement data retention policies to ensure that data is only kept for as long as necessary

and securely deleted when no longer required.

5. Establish a Strong Vendor Risk Management Program

Third-Party Risk Assessments: Conduct regular cybersecurity assessments of third-
party vendors and suppliers, particularly those that have access to sensitive data or critical
systems.

Vendor Contracts and SLAs: Ensure that contracts with third-party vendors include
clear provisions around cybersecurity responsibilities, breach notification, and
accountability for cybersecurity practices.

Continuous Monitoring: Establish continuous monitoring and auditing mechanisms to
ensure that vendors comply with the agreed-upon cybersecurity standards throughout the

contract duration.

6. Implement Network Segmentation and Isolation

Micro-Segmentation: Divide the network into smaller, isolated segments to limit the
potential impact of a breach. Sensitive data and mission-critical applications should be
housed in separate network zones, reducing the attack surface.

Zero Trust Architecture: Adopt a "Zero Trust" security model that assumes no user or
device is trusted by default, regardless of whether they are inside or outside the
organization’s network perimeter. This approach ensures that access to systems and data

is strictly authenticated and authorized.

7. Monitor and Respond to Emerging Threats
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Threat Intelligence Sharing: Collaborate with industry peers, governmental bodies, and
cybersecurity organizations to share threat intelligence and stay informed about the latest
cyber threats and trends.

Threat Intelligence Platforms: Invest in threat intelligence platforms that provide real-

time insights into the global threat landscape, enabling proactive defense strategies.

8. Create Cybersecurity Resilience Partnerships

Collaboration with Authorities: Work with cybersecurity regulatory bodies, law
enforcement, and other commercial entities to create industry-wide standards and
response strategies for cyber incidents.

Cybersecurity Insurance: Consider investing in cybersecurity insurance to mitigate
financial risks in the event of a breach. Ensure the policy covers key areas like data

breach response, business interruption, and regulatory compliance.

9. Establish Regulatory Compliance and Legal Frameworks

Compliance with Standards: Ensure that the organization complies with relevant
cybersecurity standards, such as ISO/IEC 27001, NIST Cybersecurity Framework, and
GDPR (if applicable).

Periodic Audits: Conduct regular internal and external cybersecurity audits to ensure
compliance with legal, regulatory, and industry standards.

Incident Reporting: Implement clear protocols for reporting cyber incidents to

regulatory bodies in accordance with legal requirements, including breach notifications.

10. Foster a Strong Cybersecurity Supply Chain

Secure Development Lifecycle (SDLC): Ensure that security is integrated into the
development lifecycle of all commercial applications and software. Regular security
testing, code reviews, and vulnerability scans should be standard practice.

Supply Chain Risk Management: Continuously assess and mitigate risks associated
with the supply chain. Ensure that cybersecurity controls are implemented across all

levels of the supply chain.
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11. Crisis Management and Communication Plans

e Business Continuity and Disaster Recovery (BCDR): Establish and regularly update
business continuity and disaster recovery plans to ensure minimal disruption in case of a
cyberattack. These plans should include alternative communication methods, data
recovery processes, and strategies for reestablishing operations quickly.

e Clear Communication Protocols: Develop clear communication protocols for internal
and external stakeholders in the event of a cyberattack. Transparency and timely

communication can help maintain customer trust during and after an incident.

By implementing these recommendations, businesses can improve their resilience to cyber
threats, minimize the impact of cyberattacks, and ensure a quicker recovery when breaches
occur. Cyber resilience isn't just about defense—it's about preparing for the inevitability of

attacks and ensuring the organization can continue operating effectively in the face of challenges.
IX. THREATS
Cybersecurity threats are ever-evolving and may include:

« Data Breaches: Unauthorized access to sensitive business and customer data.

« Ransomware Attacks: Malicious software that locks systems, demanding ransom for
release.

e Phishing Attacks: Fraudulent attempts to obtain confidential information.

e Supply Chain Attacks: Cyber intrusions targeting third-party vendors.

e Insider Threats: Employees misusing their access for malicious purposes.
X. DATA ANALYSIS

The analysis involves a review of cybersecurity incident reports from major commerce
platforms, comparing the frequency and type of threats faced by businesses across sectors. Data
is also collected on the impact of different legislative measures on the ability of businesses to
mitigate risks. Key metrics such as incident response time, financial loss, and recovery time are

analyzed to gauge the effectiveness of current laws and risk management practices.
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XIl. KEY FINDINGS

Cybersecurity laws are varied across regions, and businesses often struggle with
compliance when operating internationally.

Risk management frameworks are crucial for detecting and mitigating potential
threats, yet many small businesses lack the resources for comprehensive risk assessments.
Training and awareness programs are essential in reducing human error, which is a
significant cause of data breaches.

Legal compliance does not guarantee complete protection against cyber-attacks;

proactive risk management strategies are necessary.

XIl. ADVANTAGE

X

Stronger Protection of Sensitive Data: Cybersecurity laws ensure that businesses
protect customer information.

Improved Organizational Resilience: Risk management frameworks help businesses
adapt to evolving cyber threats.

Legal Protection for Consumers: Laws like the GDPR ensure consumers’ personal data
is respected and protected.

Reduced Financial Losses: Effective cybersecurity laws and risk management can

minimize the financial impact of cyber-attacks.

. DISADVANTAGE

Compliance Costs: Adhering to cybersecurity laws, especially in multiple jurisdictions,
can be costly for businesses.

Complexity in Legal Frameworks: Different countries have varying cybersecurity
regulations, making it difficult for global businesses to stay compliant.

False Sense of Security: Relying solely on legal compliance can lead to complacency in
risk management practices.

Resource Intensive: Effective risk management requires ongoing investment in

technology, training, and monitoring.
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XIV. COMPARISON

ISSN:

Aspect General Data Health Insurance U.S. Cybersecurity

Protection Regulation Portability and Approach (General)
(GDPR) - Europe Accountability Act
(HIPAA) - U.S.

Scope Comprehensive, Focused on healthcare Sector-specific, with no
covering all sectors sector and health- overarching national
involving personal data | related data protection | law

Geographic Applies to all Applies to healthcare No national

Applicability organizations providers, insurers, cybersecurity law, but

processing personal
data of EU citizens,
regardless of location

and associated entities
in the U.S.

various industry-
specific regulations

Data Protection
Emphasis

Strong emphasis on
consumer privacy and
data protection

Focuses on the
confidentiality and
security of health
information

Varies by sector, but
no unified data
protection framework

Consumer Rights

Provides robust
consumer rights,
including data access,
correction, and
deletion

Limited to the rights
regarding health-
related data security

No comprehensive
consumer rights across
all sectors

Penalties for Non-

Heavy fines (up to 4%

Penalties vary, ranging

Penalties vary by

compliance of global annual from civil fines to sector; lack of a unified
turnover or €20 criminal charges penalty structure
million, whichever is
higher)

Enforcement European Data U.S. Department of Sector-specific

Authority Protection Board Health & Human agencies (e.g., FCC,
(EDPB) and local data Services (HHS) NIST, FTC)
protection authorities

. High compliance High compliance Fragmented, with
Compliance

burden due to

burden within

varying requirements
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Complexity

extensive
documentation and
consent requirements

healthcare sector, but
more limited
compared to GDPR

based on sector

Cross-border
Considerations

Strict rules on
international data
transfers, with
mechanisms like
Standard Contractual
Clauses (SCCs)

No specific provisions
for international data
transfers

No unified approach
for cross-border data
transfers

Risk Management
Practices

Requires risk
assessments and data
protection impact
assessments (DPIAs)

Requires risk
management for
healthcare data security
and breach notification

Varies by industry and
lacks uniform risk
management guidelines

e GDPR stands out for its strict, comprehensive approach, with a focus on consumer rights
and data protection across all sectors, impacting global businesses that deal with EU
citizens' data.

e HIPAA is more specific, addressing the protection of healthcare data but is less
comprehensive than GDPR when it comes to other sectors.

e The U.S. lacks a national cybersecurity law, leading to fragmented protection and

compliance challenges, especially for businesses that operate internationally.

XV. CONCLUSION

The intersection of cybersecurity laws and risk management is crucial for the continued success
of global commerce. While cybersecurity laws provide a foundation for protecting consumer
data and ensuring legal compliance, businesses must also adopt robust risk management
practices to prevent, detect, and respond to cyber threats. The research underscores the need for
businesses to stay proactive and continuously improve their cybersecurity frameworks to keep

pace with emerging risks and legal requirements.
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